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Part 1. KMS Certificate Definition

CAUTION

The present document has been submitted to ETSI as a PAS produced by Secure Chorus and
approved by the ETSI Technical Committee Cyber Security (CYBER).

ETSI had been assigned all the relevant copyrights related to the document Secure Chorus KMS Certificate Definition V3.0 on
an "as is basis". Consequently, to the fullest extent permitted by law, ETSI disclaims all warranties whether express, implied,
statutory or otherwise including but not limited to merchantability, non-infringement of any intellectual property rights of third

parties. No warranty is given about the accuracy and the completeness of the content of the present document.
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Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fitness for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2021.
All rights reserved.
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Intellectual Property Rights

Essential patents

IPRs essentia or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI member s and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the
ETSI Web server (https./ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which areindicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Cyber Security (CYBER).

The present document is part 1 of amulti-part deliverable covering Connecting Products based on MIKEY -SAKKE, as
identified below:

Part 1: "KMS Certificate Definition™ ;
Part2:  "One-to-One Voice Communication”;
Part 3:  "One-to-One Messaging";

Part 4. "Group Voice Communication”;

Part5:  "Discovery".

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to beinterpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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1 Scope

The present document is intended to specify the Key Management Server (KMS) Certificate used for sharing security
credentials between KM S domains. It isintended for use in connecting domains of products based on Multimedia
Internet Keying Sakai-Kasahara Key Encryption (MIKEY -SAKKE) using separate KM Ss.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] IETF RFC 6507 (February 2012): "Elliptic Curve-Based Certificatel ess Signatures for
I dentity-Based Encryption (ECCSI)", M. Groves.

[2] IETF RFC 6508 (February 2012): " Sakai-Kasahara Key Encryption (SAKKE)"; M. Groves.

[3] IETF RFC 6509 (February 2012): "MIKEY -SAKKE: Sakai-Kasahara Key Encryptionin
Multimedia Internet KEYing (MIKEY), M. Groves.

[4] IETF RFC 5480 (March 2009): "Elliptic Curve Cryptography Subject Public Key Information”,
S. Turner, D. Brown, K. Yiu, R. Houdley, T. Polk.

[5] ETSI TS133179 (V13.1.0): "LTE; Security of Mission Critical Push To Talk (MCPTT) over LTE
(B3GPP TS 33.179 version 13.1.0 Release 13)".

[6] IETF RFC 3987 (January 2005): "Internationalized Resource Identifiers (IRIS)", M. Duerst,
M. Suignard.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

Not applicable.
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3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP 34 Generation Partnership Project
ECCSI Elliptic Curve-based Certificateless Signatures for Identity-based encryption
IETF Internet Engineering Task Force
KMS Key Management Server

KPAK KMS Public Authentication Key
LTE Long-Term Evolution

MCPTT Mission-Critical Push-To-Talk
MIKEY Multimedia Internet Keying

RFC Request For Comments

SAKKE Sakai-Kasahara Key Encryption
UE User Equipment

uiD Unique Identifier

URI Uniform Resource |dentifier

UTF Unicode Transformation Format
XML eXtensible Markup Language

4 MIKEY-SAKKE KMS Certificate

4.1 Description

A KMS Certificate is a certificate that applies to an entire domain of users. A Certificate consists of eXtensible Markup
Language (XML) containing the information necessary to encrypt messages to a domain of users and verify signatures
from the domain of users.

It is assumed that the User Equipment (UE) is managed by asingle KMS, the UE's Root KMS. This Root KMSisthe
only KM S which provisions the UE. The KMS certificate of the Root KM S is known as the Root KM S certificate. This
certificate is necessary to encrypt to the UE, and verify signatures of UE (as well as others within the domain).

The Root KM S may also provision a number of external KMS certificates to allow inter-domain communications.

4.2 Fields

The KMS Certificate shall be named a'KmsCertificate' within the XML. This type shall have the following subfields:
Name Description

Version (Attribute) The version number of the certificate type (1.0.0).

Role (Attribute) This indicates whether the certificate is a "Root" or "External” certificate.

CertUri The URI of the Certificate (this object).

KmsUri The URI of the KMS which issued the Certificate.

Issuer String describing the issuing entity.

ValidFrom Date from which the Certificate may be used.

ETSI
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Name Description

ValidTo Date at which the Certificate expires.

Revoked A Boolean value defining whether this Certificate has been revoked.

UserIDFormat A string denoting how MIKEY-SAKKE UserIDs should be constructed. This shall be '1' where
Tel-URIs are used as defined in IETF RFC 6509 [3].

PubEncKey The SAKKE Public Key, 'Z', as defined in IETF RFC 6508 [2]. This is an OCTET STRING
encoding of an elliptic curve point as defined in section 2.2 of IETF RFC 5480 [4].

PubAuthKey The ECCSI Public Key, 'KPAK' as defined in IETF RFC 6507 [1]. This is an OCTET STRING
encoding of an elliptic curve point as defined in section 2.2 of IETF RFC 5480 [4].

KmsDomainList (OPTIONAL) List of domains which the KMS manages.

ParameterSet (OPTIONAL) The ParameterSet supported by the KMS Certificate. If not present, shall be
assumed to be '1".

NOTE 1: The fields above are defined for consistency with The 3@ Generation Partnership Project (3GPP)
specification (clause D.3.2.2 of ETSI TS 133 179 [5]), but fields listed as "optional” may be blank.

NOTE 2: ETSI TS 133 179 [5] extends the certificate for UserIDFormat 2 and the extended subfields provided in ETSI
TS 133 179 [5] may be included in the KMS Certificate but may be ignored by Vendor Product clients.

The KmsUri shall be unique per logical KM S and in the format <unique string>.<vendor domain>/<display community
name>.

The KmsUri shall support UTF-8 characters as defined in IETF RFC 3987 [6] to allow meaningful display names,
e.g. ded53f5ffdd.vendor.org/User%20Group.

The unique string element is vendor implementation specific, but is unique to the KMS, and should therefore change
when the master secret changes, e.g. random number, hash(Z || KPAK).

4.3 MIKEY-SAKKE User IDs

To secure communications with a specific user, the initiator shall compose the MIKEY -SAKKE User Identifier (UID)
to which the message will be encrypted. Clients shall support MIKEY -SAKKE RFC [3] identifier format, denoted by
thevalue '1'.

ETSI TS 133179 [5] defines an identifier format for URIs. Clients may support the identifier format defined in ETSI
TS 133 179 [5], denoted by the value '2'. Where the identifier format defined in ETSI TS 133 179 [5] is used, clients
shall use KMS certificate version "1.1" defined in ETS| TS 133 179 [5].

4.4 XML Schema for KMS Certificate

<xsd: el enent nane = "SignedKnsCertificate" type = "SignedKnsCertificateType"/>
<xsd: conpl exType nanme = "Si gnedKnsCertificateType">
<xsd: sequence>

<xsd: el ement name = "KmsCertificate" type = "KmsCertificateType"/>
<xsd: el ement ref = "ds:Signature" mnCccurs = "0"/>

</ xsd: sequence>

<xsd: anyAttribute namespace = "##other" processContents = "lax"/>

</ xsd: conpl exType>

<xsd: el enent nane = "KnsCertificate" type = "KnsCertificateType"/>
<xsd: conpl exType nanme = "KmsCertificateType">
<xsd: sequence>
<xsd: el enent type

"xsd: anyURlI " nane "CertUi" maxCccurs ="1"/>

<xsd: el enent type = "xsd:anyURl" nane = "KnsUri" maxCccurs ="1"/>

<xsd: el ement type = "xsd:string" name = "lIssuer" maxCccurs = "1" />

<xsd: el enent type = "xsd: dateTi me" name = "ValidFrom maxQccurs = "1"/>
<xsd: el enent type = "xsd:dateTi me" name = "ValidTo" maxCccurs ="1"/>
<xsd: el enent type = "xsd: bool ean" nane = "Revoked" maxCccurs ="1"/>

<xsd: el enent type = "xsd: positivelnteger" name = "UserldFormat" maxOccurs = "1"/>
<xsd: el enent type = "xsd: hexBi nary" nanme = "PubEncKey" nmaxCccurs = "1"/>
<xsd: el enent type = "xsd: hexBi nary" name = "PubAut hKey" maxCccurs = "1"/>
<xsd: el enent nane = "KnsDomai nLi st" maxCccurs = "1">

<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent type = "xsd:anyUR" nane = "KnsDomai n" maxCccurs = "unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >

ETSI
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<xsd: el enent type = "xsd:positivelnteger" name = "ParaneterSet" maxCccurs = "1" m nCccurs =
"0/ >

<xsd: any nanmespace = "##other" processContents "lax" mnCccurs = "0" maxQccurs =
"unbounded"/ >
</ xsd: sequence>
<xsd: attribute nane "Id" type = "xsd:string"/>
<xsd:attribute name = "Version" type = "xsd:string" fixed="1.0.2"/>
<xsd:attribute name = "Rol e" type = "Rol eType"/>
<xsd: anyAttribute nanmespace = "##other" processContents = "|ax"/>

</ xsd: conpl exType>

<xsd: si npl eType nanme = "Rol eType">

<xsd:restriction base = "xsd:string">
<xsd: enuneration value = "Root"/>
<xsd: enunerati on value = "External "/>

</xsd:restriction>
</ xsd: si npl eType>

ETSI
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